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EXECUTIVE SUMMARY

This Westinghouse Hanford Company (WHC) report presents the current Tank Waste
Remediation System (TWRS) Programmatic Risk List (PRL), which consists of a
Risk Management List (RML) and a Critical Risk Management List (CRML). The
purpose of the PRL is to provide a tool to senior U.S. Department of Energy,
Richland Operations Office (DOE-RL) and WHC management (Level-1 and Level-2)
to manage programmatic risks that may significantly impact the TWRS program.

Risks were identified, evaluated, and placed on the RML. Ten risks were
placed on the CRML, because they have high to very high risk values and they
satisfy other critical criteria specified in the risk management procedure
(WHC 1995a). The RML should be used by all management levels to track major
program risk. The CRML should be used by senior management to manage risks
with the highest priority.

The PRL was prepared by collecting information from a series of senior to mid-
level management and staff interviews and from document reviews. The risks
addressed are programmatic; that is, cost, schedule, and performance.
Performance risk includes technical risk, supportability risk (such as
maintainability and availability), and external risk (that is, beyond program
control; for example, changes in regulations).

A standard format was developed for collecting, evaluating, and reporting risk
information for the PRL. The format contains 11 information elements, which
are named by the column headings in the RML and the CRML and are defined as
follows.

- Event/Situation: A description of the undesirable event or
situation (what can go wrong)

» Impacts: A description of the impacts or consequences (if the
event happens)

o+ L: The 1ikelihood expressed as the probability of the event
occurring (a point estimate)

« C: The consequence if the event occurs (a point estimate)

« RV: The risk value obtained by combining the 1ikelihood and the
consequence

. Mitigating Actions: Action which can mitigate the probability or
the consequence

+ Action Status: The status of the mitigation action (pending,
ongoing, completed)

+« Responsible DOE/WHC: Identification of the manageré in U.S.
Department of Energy (DOE) and WHC responsible for managing and
controlling the risk

. Review Date: The date on which the next review will be held
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» Func.: The functions affected by the risk from WHC (1995b), TWRS
Functions and Requirements Document
+ Risk Status: The risk status indicating the attention required
that is shown by the quick reference traffic 1ight chart (green,
amber, or red).
Table ES-1 presents the current CRML and contains the information elements
described above. The titles of the risk events selected for the current CRML
are as follows:
»  INSUFFICIENT FUNDING
« TANK SAFETY ISSUES NOT RESOLVED IN TIME TO SUPPORT RETRIEVAL
« LLW PERFORMANCE REQUIREMENTS ARE NOT AVAILABLE OR ARE UNATTAINABLE

»  PRIVATIZATION EXPECTATIONS FOR PHASE I NOT MET - A) RFP, B) NON-
TECHNICAL, C) TECHNICAL

« MAJOR INCIDENT OCCURS ON SITE

» DURABLE DECISIONS FOR SYSTEMS ENGINEERING ARCHITECTURAL
SELECTIONS, REQUIREMENTS, AND SCOPE ARE NOT MADE.

« END STATE OF 200 AREA CENTRAL PLATEAU UNDEFINED.

o  DISAGREEMENT ON NEEDS AND SCOPE FOR WASTE CHARACTERIZATION
INFORMATION

« DST CAPACITY IS NOT SUFFICIENT - CANNGT ACCEPT NEW WASTE
»  TWRS SAFETY AUTHORIZATION BASIS UNAVAILABLE OR INADEQUATE

The risks in the CRML address a full range of TWRS programmatic issues.
"INSUFFICIENT FUNDING" is associated with cost risk. ™"PRIVATIZATION
EXPECTATIONS FOR PHASE I NOT MET - A) RFP, B) NON-TECHNICAL" and "END STATE OF
200 AREA CENTRAL PLATEAU UNDEFINED" are primarily TWRS schedule risks. The
remaining risks are all performance issues which include safety, operations,
system architecture, and system availability.

iv
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1.0 INTRODUCTION

The Tank Waste Remediation System (TWRS) Programmatic Risk List (PRL)} was
developed by collecting programmatic {cost, schedule, and technical
performance) risk information from source documents, computer model results,
questionnaires, and interviews with TWRS staff members. The PRL consists of
two lists: a Risk Management List (RML) and a Critical Risk Management List
(CRML). The CRML, which is a subset of the RML, requires the highest priority
of TWRS Level-1 and Level-2 management. The risks and mitigating actions are
grouped and presented in a manner to assist managers with their respective
functional area responsibilities.

The risks described in this report are programmatic and include cost,
schedule, and performance risks. Performance risk includes technical risk,
supportability risk (such as maintainability and availability), and external
risk (that is, beyond program control for example, changes in
regulations).The general definitions of each risk type are as follows:

. Cost risk, that is, failing to meet cost requirements or
constraints

. Schedule risk, that is, failing to meet major milestones °

. Performance risk, that is, not attaining the required level of

technical performance.

Programmatic risk includes environmental, safety, and health risks insofar as
these risks affect program success. For example, if a required safety
analysis report does not exist or is inadequate, then a major programmatic
risk exists.

The PRL identifies current major risks. Risks not included on the PRL were
not identified or are considered assumed risks meaning that management accepts
the risk because its Tikelihood is considered low to very low or because its
consequence is considered insignificant. Types of assumed risk are as
follows:

. Risk that can be handled through normal system operation.

. Risk where the cost of any mitigating action outweighs expected
benefits. :

. Risk for which no funding is available and/or is required for

mitigation action.

The Risk Management Procedure (Interim) (WHC 1995a) and the Tank Waste
Remediation System Programmatic Risk Management Plan (WHC 1995d) were used to
guide the development of the PRL. The interim procedure contains guidelines
for developing RMLs and CRMLs using U.S. Department of Defense methods
prepared by the Defense Systems Management College (DSMC 1989). The risk
management plan provided the approach for managing risks in the TWRS program
and for producing the RML, the work scope, and the expected products.
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Risk data were collected from management and staff interviews and document
reviews by Risk Management (RM) specialists. A cross-sampling of senior and
upper-level U.S. Department of Energy (DOE) and Westinghouse Hanford Company
(WHC) management were interviewed or asked to identify their key risks through
means of a questionnaire. Level-4 function (e.g., 4.2.1.1 in WHC [1995b],
TWRS Functions and Requirements Document) program managers were then
interviewed about their key risks and also asked for a 1ist of relevant source
documents. Information from the Level-4 program managers, source documents,
and the senior and upper-level management interviews was used as a basis for
conducting group interviews and to initiate populating the RML.

Interviews were conducted with a group typically consisting of the Level-4
program manager, a U.S. Department of Energy, Richland Operations Office (DOE-
RL) monitor, a 1line manager and one or more technical representatives for that
function. These personnel were familiar with the systems engineering
activities and many had been actively involved in developing the functional
baseline and identifying its issues.

Interviewees were asked to comment on the initial RML, identify and describe
any new risks, rate all risks, describe mitigating actions, and provide any
additional relevant risk information. The interview data were then used to
revise the RML.

Concurrent with the initial group interviews, the functions and requirements
report (WHC 1995b), the system requirements review (Grumbly 1995), and other
sources were reviewed to identify and confirm programmatic risks within the
TWRS program. Major issues found in the functions and requirements report and
the other sources, but not identified during the interviews, were addressed
and evaluated in followup interviews whenever possible.

The followup interviews were also used to resolve any questions, acquire
missing information, and discuss related issues raised during other functional
interviews. The current RML {see Appendix A) was then compieted and a CRML
(see Appendix B) prepared. A meeting of personnel from all the groups was
held to revise the prepared CRML.

Upon completion of the CRML, the issues from the functions and requirements
document forming the basis for the critical risks were combined with the
critical risks to form the table presented in Appendix C. That table includes
the functions affected by the critical risks and provides the linkages between
the TWRS program critical risks, the issues, and the affected functions.

Section 2.0 of this report provides a detailed description of the methodology
used to collect risk data. Section 3.0 describes the structure of the RML and
the CRML and contains a top-level analysis of their content. Section 4.0
describes planned enhancements for the RML/CRML. A reference 1ist is provided
in Section 5.0. The TWRS RML and TWRS CRML can be found in Appendices A and
B, respectively.
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2.0 RISK DATA COLLECTION

Data were collected through interviews, document reviews, analysis of computer
model output, and a questionnaire. Most data were collected through document
reviews and functional group interviews. Staff from the U.S. Department of
Energy Headguarters (DOE-HQ), Richland Operations Office (DOE-RL),
Westinghouse Hanford Company and Pacific Northwest Laboratory (PNL)
participated in the interviews. To facilitate data collection and data
management, these staff were grouped into three categories.

Category-1: Senior to Mid-Level Management (Level-1 and -2)
. WHC and DOE-RL senior to mid-level management
o DOE-HQ staff responsible for implementing systems engineering
activities throughout the DOE complex

Category-2: MWorking-Level Management (Level-3 and -4) and Staff
. WHC program managers
. DOE monitors
. WHC 1ine managers
. WHC and PNL technical representatives (engineers and scientists)

Category-3: Systems Engineers
. WHC systems engineering personnel.

Category-1 staff, consisting of WHC and DOE-RL senior to mid-level management
and a DOE-HQ staff member, were individually interviewed to determine their
set of top-level risks. Each top-level risk could become a "show-stopper" if
the event posing the risk occurred. Category-1 personnel were asked to
address the risks within their specific areas of responsibility; however, as
time allowed they also addressed other program risks. Because Category-1
personnel were individually interviewed, any risk identified by more than one
individual was considered to have additional significance.

Category-2 staff, consisting of working-level management and staff, addressed
risk from the perspective of technical and managerial staff at an
organizational level where the work encompassed by the Level-4 function was
actually performed or managed. They were also asked to consider risk from the
perspective of their senior management (Level-1 and Level-2), because the RML
and the CRML were principally developed for those management levels.

To facilitate developing an integrated perspective about risk and to make the
effort more efficient, six cross-functional Category-2 interview groups were
established using the Level-3 and Level-4 Work Breakdown Structure (WBS) shown
in Table 2-1. Figure 2-1 shows these functions expressed as an organization
chart.
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Table 2-1. Cross-Functional Category-2 Groups.

1. Characterize Waste Manége
2. Store, Transfer, Concentrate Waste Manage
3. Retrieve SST, DST, MUST Waste Retrieve
4. Pretreat Sludges/Solids Process
Pretreat Supernatents Process
Store In-Process Waste Process
5. Immobilize LLW ' Process
Dispose LLW Dispose
6. Immobilize HLW Process
Interim Store Immobilize HLW Dispose
Prepare Cs/Sr Capsules Process

The Level-3 functions in the WBS have been revised several times. The Level-4
functions have been relatively stable since their development, and were
therefore selected as the basis for collecting risk information.

Category-3 staff, consisting of WHC systems engineering personnel, were
individually interviewed to determine risks from the systems engineering
perspective (e.g., open issues, mission analysis risks). Category-3 personnel
concentrated on enabling assumptions, policy issues and issues of concern to
TWRS systems engineering integration and implementation that were generally
not addressed by any of the other management and staff categories.

Documents containing key assumptions, issues, systems engineering information,
or previous programmatic risk analysis were reviewed by the RM specialists.
Risk-related data from these documents were extracted, evaluated, and entered
into the initial RML. The reference 1ist of the documents reviewed is
provided in Section 5.0.

The critical risks were directly mapped to issues from TWRS Functions and
Requirements Document (WHC 1995b). The functions that the issues affect are
included in the CRML. The critical risks, issues and affected functions are
presented together in Appendix C.

Output from the INSIGHT model, which is used to conduct sensitivity analyses
for major risk areas, was evaluated for its risk events and to obtain
additional background information. High-level waste (HLW) volume generation,
cost, schedule, and material information have been produced by the INSIGHT
model for various retrieval scenarios. Simple probability distributions were
input to yield outputs expressed as uncertainties or sensitivities, depending
on the application.

Questionnaires were used in two cases to collect information from staff. An
electronic version of the questionnaire may later be updated for use at the
program element and project Tevel, or as a means for periodically surveying
selected managers and staff to ensure that all major programmatic risks are
considered.
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TWRS Level -3 and -4 Functional Organization Chart.

Figure 2-1.
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3.0 PROGRAMMATIC RISK LIST

As previously stated, the PRL consists of two lists, a risk management 1list
(RML) and a critical risk management 1ist (CRML). The RML contains all of the
major (non-assumed) risks for the TWRS program. The CRML is a subset of the
RML and contains risk information that requires attention by TWRS senior
management (Level-1 and Level-2).

A standard format was developed for collecting, evaluating, and reporting risk
information for the PRL. The format contains 11 information elements, which
are named by the column headings in the RML and the CRML and are defined as
follows.

. Event/Situation: A description of the undesirable event or

situation (what can go wrong)
. Impacts: A description of the impacts or consequences (if the event
happens)

. L: The likelihood expressed as the probability of the event
occurring (a point estimate)

. C: The consequence if the event occurs (a point estimate)

. RV: The risk value obtained by combining the 1ikelihood and the
consequence

. Mitigating Actions: Action which can mitigate the probability or
the consequence

. Action Status: The status of the mitigation action (pending,
ongoing, completed)

. Responsible DOE/WHC: Identification of the managers in U.S.
Department of Energy (DOE) and WHC responsible for managing and
controlling the risk

. Review Date: The date on which the next review will be held

. Func.: The functions affected by the risk from WHC (1995b), TWRS
Functions and Requirements Document

. Risk Status: The risk status indicating the attention required that
is shown by the quick reference traffic 1light chart (green, amber,
or red).
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Six information elements were collected for the PRL during the interviews and
document reviews. These elements are event/situation, impact, likelihood,
consequence, mitigation action, and responsible party. One of the information
elements, risk value, is an element computed by determining the appropriate
intersection between 1ikelihood and consequence. The function element was
determined by reviewing the issues and affected functions presented in
Appendix G of WHC (1995b), TWRS Functions and Requirements Document. The
remaining three information elements (action status, next review date, and
risk status) will be entered when the responsible party is finalized and
status tracking begins.

A simplified approach was selected for determining the 1ikelihood (probability
of failure) and consequence {consequence of failure) of each major risk.

Point estimates were used because of the difficulty and uncertainty in
accurately estimating 1ikelihood and consequence. Risk estimates can be
improved, and a more sophisticated approach that treats risk as a spectrum may
be considered as the TWRS program progresses, technical performance
requirements are quantified, and more decisions are made or are validated.

For this current effort, likelihood is defined as, the probability, or odds,
that a specified undesirable event will occur during the TWRS program
lifetime, given that no new action is taken to prevent its occurrence. Low,
medium and high 1ikelihood ratings were established using the following
probability ranges: Low = < 0.25, Medium = 0.25 to 0.75, and High = > 0.75.

Consequence is defined as the estimated magnitude of the negative effect
(failure severity) should a specified undesirable event occur, given that no
new action is taken to mitigate the action. It is recognized that risk
consequences may vary depending on the project or phase of the TWRS program.
Low, medium and high consequence ratings were also established using the
following impact range descriptions.

. Low: Requires minor reallocation of resources, or schedule
slippage is expected that does not compromise a critical milestone
or budget goal. :

. Medium: Requires significant reallocation of resources, or
schedule slippage is expected that may jeopardize at least one
critical milestone or budget goal.

. High: Critical milestones will not be met, or the aliocated budget
will be exceeded by an unacceptable amount.

Risk values are magnitude guidelines determined at the intersection:between
risk likelihood and consequence and are an interpretive measure of the
likelihood of failure. Because the primary responsibility of risk management
is to identify and quantify programmatic risk and then to formulate mitigation
strategies using that information, risk values are a useful measure to use in
accomplishing that quantification. For this reason, a set of risk values were
developed and placed in a matrix at Table 3-1 from which the intersection
values could be selected. The shaded areas in Table 3-1 are the risk values.
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Table 3-1. Risk Value Matrix.

Consequence
Low Medium High
Low
Medium
Likelihood High

In Table 3-1, the magnitude of an event with a Tow likelihood and a low
consequence is very low, which means the event should not require intensive
management. However, if the magnitude of an event is very high (due to a high
likelihood and a high consequence) the event should be considered for
placement on the CRML for senior management's attention and control. A risk
that has been rated as very high does not automatically appear on the CRML,
for example, if the event cannot occur for several years and an inexpensive
mitigating action can easily be taken at any time, then management may decide
that the risk presently belongs only on the RML.

Example conditions for placing a medium to high risk on the CRML include:

Consequences of failure are very serious

Immediate action is required to preclude the event from happening
The event/situation is a top priority for stakeholders

A high performance-based initiative is associated with the

event/situation
. The required actions are difficult to coordinate
. Senior management decision making is required.

Risk mitigation is an essential aspect of risk management that comes after
first identifying the 1ikelihood and consequence of risk events. Risk
mitigation (risk handling strategies) categories were developed to categorize
what could be done to eliminate or at least reduce risk. Risk mitigation
categories include avoidance, control, assumption, and transfer. Descriptions
of each risk mitigation category follow.

. Avoidance: Reject an option because of potentially unfavorable
results. Actions may be possible that completely eliminate a risk.

. Control: Continually monitor and correct the condition of a
program or project. The likelihood of occurrence and the potential
consequences are candidates for reduction.

. Assumption: Conscious decision to accept the consequences if a
risk occurs.

. Transfer: Share risk through contractual agreements such as
performance incentives, warranties and insurance.
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After collecting the data, the RM specialists interpreted the data because
they had conducted the interviews. This effort required comparing the data
against results from other interviews, ensuring that the data were properly
classified (e.g., that mitigation actions did not appear as impacts), and
individually interacting with interviewees as needed to capture the true
meaning and intent of the data.

The risks were grouped to obtain a manageable list for use by senior and mid-
level management. Common wording was adopted and duplicate listings of the
same risk were collapsed into one entry. Related risks were consolidated into
one entry (using bullets for subparts), creating a single, higher-level risk.

Events/situations which, if they occur, could result in a benefit (called
negative risk), were also considered for inclusion in the PRL. These risks
might involve cases where a deviation from the current technical baseline
could result in a benefit (e.g., if selective retrieval rather than retrieving
99 percent of the waste by volume could be justified and approved, then a
major savings could be realized.)

The RML and the CRML are living documents that will require periodic review
and updating. Risk values should change as changes are made to risk
1ikelihood and consequence. Risks may move on or off the RML and the CRML.
The main objectives of the reviews and updates are to recognize and
effectively manage the most important risks and to keep the PRL manageable.

More systematic risk analysis work is recommended for the RML. The initial
focus should be on current and near-term activities under the "Manage Waste”
function to determine if there are unrecognized risks and to verify risk
evaluations. In addition, some form of limited cost/utility assessment for
the mitigating actions should be conducted to provide better support for
prioritizing mitigating actions. Identifying the amount of money (percent of
project) to allocate for risk mitigation efforts would help, both to determine
which risks to mitigate and to control risk management costs. Separate
accounts should be established to track all risk management costs, including
staff interviews and management reviews.

PRLs should also be developed for lower-level functions such as program
elements and projects. PRLs at level 5 and below should be more detailed, but
the need to keep the 1ist manageable still applies.

3.1 RISK MANAGEMENT LIST

The risk management list is used to track program risk and identify monitoring
and handling efforts and responsibilities (WHC 1995d). For each risk
event/situation, the current RML contains enough information to begin risk
management planning. Appendix A contains the current RML for the TWRS
program,

10
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3.2 CRITICAL RISK MANAGEMENT LIST
The critical risk management 1ist is a summary of the key risks extracted from
the RML that require intensive management attention or should have the highest
priority for evaluation and handling. Appendix B contains the current CRML
for the TWRS program. Most of the events on the CRML have a risk value of
"very high." The risk events selected for the current CRML are as follows:

. INSUFFICIENT FUNDING

. TANK SAFETY ISSUES NOT RESOLVED IN TIME TO SUPPORT RETRIEVAL

. LLW PERFORMANCE REQUIREMENTS ARE NOT AVAILABLE OR ARE UNATTAINABLE

. PRIVATIZATION EXPECTATIONS FOR PHASE I NOT MET - A) RFP, B) NON-
TECHNICAL, C) TECHNICAL

. MAJOR INCIDENT OCCURS ON SITE

. DURABLE DECISIONS FOR SYSTEMS ENGINEERING ARCHITECTURAL SELECTIONS,
REQUIREMENTS, AND SCOPE ARE NOT MADE.

. END STATE OF 200 AREA CENTRAL PLATEAU UNDEFINED.

. DISAGREEMENT ON NEEDS AND SCOPE FOR WASTE CHARACTERIZATION
INFORMATION

. DST CAPACITY IS NOT SUFFICIENT - CANNOT ACCEPT NEW WASTE
. TWRS SAFETY AUTHORIZATION BASIS UNAVAILABLE OR INADEQUATE

The risks in the CRML address a full range of TWRS programmatic issues.
"INSUFFICIENT FUNDING" is associated with cost risk. "PRIVATIZATION
EXPECTATIONS FOR PHASE I NOT MET - A) RFP, B) NON-TECHNICAL" and "END STATE OF
200 AREA CENTRAL PLATEAU UNDEFINED" are primarily TWRS schedule risks. The
remaining risks are all performance issues which include safety, operations,
system architecture, and system availability.

11
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4.0 PLANNED ENHANCEMENTS

Risk management, including updating the RML/CRML, is a continuous ongoing
process. This report is a snapshot of this process, early in its
implementation. Thus, the information presented here is expected to evolve,
as will the process by which risk is managed. Some specific enhancements can
be identified now. Others will be identified as the RML/CRML is used by
management.

Some of the specific plans for the RML/CRML are listed below.

. Regular review of the CRML by senior TWRS managers, and updates
based on these reviews )

. Regular review of project-specific risks from the RML by project
management, and updates based on these reviews

. Updates based on reviews of this report

. Completion, where appropriate, of information missing from RML/CRML

. Enhancement of definition of what should be included on the CRML
and of the interface between the CRML, the RML, and project-
specific RMLs

. Enhancement of the descriptions of consequences in terms of cost,
schedule, and technical performance impacts, including more
quantification of impacts as such information becomes available

. Improved organization of the lists in terms of the
events/situations producing the risks, and the types of risk
management actions taken

. Improved processes for identifying, tracking, evaluating, and
selecting the risk management actions.

. Placing the RML/CRML under configuration management

. Improved processes for communicating risk information (including

lessons learned) and more fully integrating risk management actions

. Incorporate time information for risk and mitigating actions

13
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APPENDIX A
TWRS RISK MANAGEMENT LIST

The right-hand column, "Risk Status," currently only contains notes. The
notes indicate that the risk has been elevated to the CRML, for example, "C-9"
means that the risk is reflected in the ninth risk on the CRML. The wording
on the two lists will not necessarily be identical, because the risk may have
been combined with others for inclusion on the CRML. The notes sometimes
indicate likely candidates for future inclusion on the CRML.
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